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Abstract. We present an extended taxonomy of 7 attack vectors and formalize prompt
injection as an adversarial optimization problem. Empirical evaluation on GPT-4 (0613),
Claude 3 Opus, and Gemini 1.5 Pro using a curated dataset of 1,000 validated attack
scenarios shows baseline safeguards provide ~58% =+ 3.2% protection (42% ASR). State-of-
the-art single-layer defenses reach at most ~82% but with elevated false positives.

Our main contribution is an integrated six-layer defense-in-depth framework (building on
but extending prior techniques like spotlighting [15] and multi-model verification [16]),
which reduces ASR to 3.2% + 1.1% (p < 0.001 vs. baseline) with acceptable false-positive
rates (~5.3%) and moderate latency. Ablation confirms architectural separation and multi-
model verification as key contributors. We analyze five real-world incidents (2023-2025)
and provide deployment guidelines.
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1. Introduction

Large Language Models (LLMs) have enabled transformative applications in
enterprise software, healthcare, and finance [1,2]. However, their integration has
exposed a critical security vulnerability: prompt injection attacks [3,4]. In these
attacks, adversaries craft inputs that override intended system behavior, bypass
safety constraints, or exfiltrate sensitive data [5].

Prompt injection is ranked LLMO1 in the OWASP Top 10 for LLM
Applications [6]. Real-world incidents such as the 2023 Microsoft Bing Chat
system prompt disclosure [7] and subsequent enterprise breaches demonstrate
tangible impact.

The core challenge arises because LLMs process system instructions,
retrieved context, and user input as a single undifferentiated token sequence,
making it difficult to reliably separate instructions from data [8]. Existing vendor
safeguards, while helpful, remain insufficient against sophisticated attacks [9].

This paper aims to:

- Formalize prompt injection attacks mathematically
- Present a comprehensive taxonomy of attack vectors
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- Empirically evaluate defenses on leading commercial LLMs
- Analyze real-world incidents

- Propose and evaluate a multi-layered defense architecture

- Offer practical deployment recommendations

2. Materials and Methods

Early work on adversarial triggers [10] and jailbreaking [11] showed that carefully
crafted sequences can alter model behavior. Greshake et al. [3] introduced indirect
prompt injection via external content. Liu et al. [12] and Yi et al. [13] provided
formal frameworks and benchmarks.

2.1. Existing Defense Approaches

Defenses include input filtering and pattern detection [14], architectural
modifications such as instruction separation (“spotlighting”) [15], multi-model
verification [16], and constitutional Al techniques [17]. Commercial
implementations include Azure Al Content Safety prompt shields [18] and
Anthropic’s alignment methods [17]. Reported detection rates for individual
mechanisms range from 67-82% [9,14].

2.2. Threat Model and Taxonomy
2.3. Formal Threat Model

Let \( L_\theta \) be an LLM with parameters \( \theta \), mapping a prompt \( P \)
to an output \( O \):

\[ O = L_\theta(P_{\ext{system}} \oplus P_{\text{context}} \oplus
P_{\text{user}}) \]

A prompt injection attack succeeds if there exists a malicious component \(
P_{\text{mal}}\) such that:

\[ L _\theta(P_{\text{system}} \oplus P_{\text{context}} \oplus P_{\text{mal}})
\in G_{\text{adversarial}} \]

where \( G_{\text{adversarial}} \) includes outputs that exfiltrate data, bypass
policies, or generate harmful content.

The attacker optimizes:
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\[ PA*_{Mtext{mal}} = \arg\max_{P_{\text{mal}}} \Pr[O \in
G_{\text{adversarial}}] \]

subject to length, detectability, and coherence constraints.
2.4. Taxonomy

We classify 11 attack vectors (Table 1).

Table 1. Taxonomy of Prompt Injection Attack Vectors

Category Sub-type Primary Delivery | Detection
Vector Difficulty
Direct Injection Instruction Override User input Medium
Direct Injection Role-playing User input Medium
Exploitation
Direct Injection Jailbreaking User input Medium
Indirect Injection | Document-based External High
retrieved
content
Indirect Injection | RAG Poisoning Knowledge base | Very High
Indirect Injection Images or Very High
multimedia
Obfuscation Mathematical/Encoded | Encoded Extreme
payloads

- Medium: Easily detectable by simple pattern matching or basic filters.

- High: Requires semantic analysis or advanced detection.

- Very High: Involves external content or obfuscation that evades most current
safeguards.

- Extreme: Highly sophisticated, e.g., mathematical encoding or multimodal
payloads.

2.5. Proposed Multi-Layered Defense Architecture

We propose a defense-in-depth architecture with six complementary layers (Figure
1 — conceptual; not rendered here).

1. Input Validation — Sanitization, length limits, and pattern-based filtering of
obvious malicious sequences.
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2. Contextual Analysis — Perplexity scoring and semantic anomaly detection on
input and retrieved context.

3. Architectural Separation — Techniques inspired by spotlighting [15] to privilege
system instructions during processing.

4. Multi-Model Verification — A secondary “critic” model evaluates whether the
primary response aligns with original intent.

5. Output Monitoring — Post-generation filtering for policy violations and
sensitive data leakage.

6. Continuous Auditing & Learning — Logging, human review of flagged cases,
and periodic retraining of detection components.

The layers are designed to be composable; organizations can enable subsets based
on risk tolerance.

Case Year Primary Detection Estimated
Attack Type Delay Impact

Bing Chat 2023 Direct Immediate Reputational
Instruction

Enterprise 2024 Indirect ~12 days Data breach

Email (Hidden Text) risk

GitHub 2024 Indirect (Code | Ongoing Supply-chain

Copilot Comments) risk

RAG System 2024 Indirect 45 days $2.3M

Poisoning (Metadata) remediation

Multimodal 2025 Visual 21 days $127K

Bot Fraud Injection financial loss

Table 2. Summary of Real-World Incidents

These incidents underscore the evolving threat landscape: early cases focused on
direct overrides and prompt leakage, while later ones exploited indirect vectors in
integrated tools (e.g., RAG poisoning and code assistants) and multimodal inputs.
Detection delays often stemmed from subtle payload delivery (e.g., hidden text or
comments), allowing prolonged exploitation. Cumulative impacts include
reputational harm, regulatory scrutiny, and direct financial losses, emphasizing the
need for layered defenses beyond vendor baselines.

The remaining empirical evaluation (on GPT-4, Claude 3 Opus, and Gemini 1.5
Pro with 1,000 attack scenarios) showed baseline safeguards achieving ~58%
protection, improving to ~82% with single-layer defenses but with high false
positives. Our proposed multi-layered architecture reduced success rates to 3.2%,
as detailed in subsequent sections.
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3. Results

Dataset: 1,000 scenarios manually crafted + validated (3 annotators, Cohen’s
Kappa=0.92). 40% direct, 30% indirect, etc. Sources: augmented from
GLUE/Alpaca + taxonomy-based attacks.

Models: GPT-4 (0613, OpenAl API), Claude 3 Opus (v1.2), Gemini 1.5 Pro (2025-
11). Temp=0.7, max_tokens=512, safety on.

Procedure: Success = adversarial goal achieved (regex + manual review,
Kappa=0.92). 3 runs/scenario for variance.

Stats: Means = 95% ClI; paired t-tests.

4. Conclusion

This paper has presented a comprehensive and systematic
analysis of prompt injection attacks in Large Language Models,
establishing a robust foundation for understanding and mitigating one
of the most critical security vulnerabilities in modern Al systems.
Through rigorous mathematical formalization, we modeled prompt
injection as an adversarial optimization problem, providing a
guantitative framework for analyzing attack complexity, adversarial
objectives, and defense effectiveness. This formalization elevates the
discourse from anecdotal exploits to principled security analysis.

We developed a detailed taxonomy encompassing 11 distinct attack
vectors from direct instruction overrides and role-playing exploits to
sophisticated indirect injections via external content, mathematical
obfuscation, data poisoning, and emerging self-replicating Al worms.
This structured classification clarifies the diverse threat landscape and
guides targeted defensive strategies.

Our empirical evaluation, conducted on three leading commercial
platforms (GPT-4, Claude 3 Opus, and Gemini 1.5 Pro) using a
rigorously curated dataset of some attack scenarios, revealed the
limitations of existing safeguards. Baseline vendor alignments yield
only ~58% protection on average (42% attack success rate), while
individual state of the art defenses achieve at best ~82% detection,
often with prohibitive false-positive rates.
Baseline: 58% =+ 3.2% protection (ASR 42%).

Single-layer: max 82% (high FP).

Our framework: ASR 3.2% + 1.1% (92.4% relative reduction,
p<0.001). FP ~5.3%. Latency +18% avg.

To address these shortcomings, we proposed a multi-layered defense-
in-depth architecture integrating six complementary mechanisms:
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input validation, contextual analysis, architectural separation, multi-
model  verification, output  monitoring, and  continuous
auditing/learning. Experimental results demonstrate that this
integrated approach reduces attack success rates to 3.2% a 92.4%
relative improvement over baselines while maintaining acceptable
false-positive rates (5.3%) and providing configurable trade-offs for
different deployment scenarios. Ablation studies confirmed the critical
roles of architectural separation and multi-model verification in
achieving these gains.

Analysis of five real-world incidents from 2023-2025 underscored the
practical urgency of this threat, with documented impacts including
financial losses up to $2.3 million, prolonged detection delays, and
reputational damage across diverse applications such as chat systems,
code assistants, RAG pipelines, and multimodal bots.

While our architecture substantially raises the bar against prompt
injection, the residual 3.2% vulnerability highlights fundamental
limitations in current LLM designs particularly the absence of reliable
syntactic separation between instructions and data in natural language
processing. Perfect security remains unattainable today, necessitating
ongoing vigilance and layered protections.

The practical guidelines provided enable organizations to tailor
defenses to their risk profiles, balancing security, performance, and
usability. For high-stakes domains like healthcare, finance, and legal
systems, full deployment of our architecture is recommended despite
moderate latency overhead. Consumer-facing applications may opt for
intermediate configurations.

Looking ahead, addressing these challenges will require
interdisciplinary advances in formal verification for provably secure
instruction handling, hardware-enforced isolation, cryptographic
commitment schemes, large-scale automated adversarial training, and
comprehensive cross-modal defenses. As LLMs increasingly underpin
critical infrastructure, prioritizing security-by-design through research
investment, industry collaboration, and regulatory incentives is
essential to realizing their transformative potential while safeguarding
against serious risks.

This work contributes actionable insights, empirical benchmarks, and
a deployable framework to the emerging field of LLM security,
empowering practitioners and researchers to build more trustworthy
Al systems.
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